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Abstract The effectiveness of 2D axisymmetric finite
element analysis in predicting the performance of flexible
pavements at different temperatures is illustrated in the
present study. The critical parameters are examined for
variation in thicknesses and material properties of the
bituminous layer, to select the right binder grade of bitu-
minous mixes for the particular climatic condition or the
selected temperature profile. To observe the effect of
decrement in temperature profile of the under layer on the
performance of the pavement, variation in modulus of
dense bituminous macadam is analyzed for material prop-
erties reported as per IRC: 37-2012. For the modern trucks,
which usually have more than 0.800 MPa tyre pressure, the
right binder grade of bituminous layer comprising a
wearing course and dense bituminous macadam is
1700 MPa for 250 mm-thick bituminous layer. When more
stiffer binder is used, drastic change in the value of critical
parameters is observed. A reduction of 18.98 and 5.25 % in
horizontal tensile strain and vertical compressive strain,
respectively, is observed at a 200 mm thickness of bitu-
minous layer and around 21.12 and 6.72 % in horizontal
tensile strain and vertical compressive strain, respectively,
at 250 mm thickness of bituminous layer. As the values of
the critical parameters are noticed well within the allow-
able limits at 200 mm. it is concluded that the use of a
stiffer binder for DBM makes the pavement safe as far as
fatigue of bituminous layer and rutting in subgrade is
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concerned with the reduction in thickness of the bitumi-
nous layer even at higher temperature. It is observed that
the use of waste plastic/rubber is found in safe limits at
250 mm-thick bituminous layer for the selected condition.
It is concluded that the use of too soft a bituminous mix
results in lowering the structural capacity of the pavement
at high temperatures and too hard bituminous mixes would
become brittle at low temperatures.

Keywords Temperature - Modified bituminous mixes -
Fatigue - Rutting - Flexible pavement

Introduction

The growing intensity of commercial vehicles, overloading
of trucks beyond double its capacity and change in daily
and cyclic temperature and environmental factors have
been responsible for reducing the life of the pavement. A
factor which causes further concern in India is low pave-
ment temperatures in some parts of the country. Under
these conditions, flexible pavements tend to become soft in
summer and brittle in winter [1]. The complex character-
istic of the present day systems like overloaded modern
trucks therefore demands an application of analytical tool
which can accommodate all the above said details of the
complex system [2].

The abundantly available waste materials such as waste
plastic, rubber, e-waste, etc., create problems of its disposal
in an eco-friendly way. Investigations in India and abroad
have revealed that such type of waste materials which are
durable and recyclable can be effectively used in road
construction [I, 3]. As per the Research Scheme R-55 of
MORTH, usc of rubber and polymer modified bitumen in
bituminous road construction of Central Road Research
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Abstract

This paper describes the usefulness of FEM for exploring the parameter sensitive analysis. Using 2D axisymmetric analysis, the crit-

( \ica performance parameters are examined by varying the thickness and material properties of different layers of flexible pavement,

\

pavement, keeping equilibrium between fatigue and rutting lives.
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1. Introduction

The application of direct or indirect empirical approach
in the current design procedures, results either in premature
failure of the pavement or building up of uneconomical
vavement sections. The relationship between design inputs

“and pavement failure is applied through experience, exper-

imentation or a combination of both, which is limited to a
certain set of environmental and material conditions .21
A good pavement design is one that provides the expected
performance with appropriate economic consideration, so,
here the need arises to find an economical alternative in the
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form of analytical tool which can accommodate the details
of the complex pavement system 3]

Application of such enhanced analytical tool can prove
to be beneficial to predict the performance of pavement
without actual construction or even by surpassing the
expensive and time consuming laboratory or in situ tests,
for various thicknesses and material properties of different
component layers instead of relying on CBR values. In this
connection, the application of the versatile finite element
method (FEM) towards the design of flexible pavement
holds a perfect assurance. As FEM is not constrained to
two dimensional axisymmetric conditions, if required
FEA can be easily used for two-dimensional plane stress/
strain as well as more rigorous three dimensional finite
element analysis for further extension of work [4]. Axisym-
metric modeling predicts pavement behavior using a 2D
mesh revolving around a symmetric axis by assuming iden-
tical stress states exist in every radial direction: therefore,
loading is circular [5].
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ABSTRACT

The escalation in various types of productions together with population growth has resulted in a
massive increase in production of various types of waste material world over creating a
problem of its disposal in eco-friendly way. To deal with the problem here an attempt is made
to study the use of e-waste as an alternative to conventional material like aggregate in a DBM
layer of flexible pavement along with partial replacement of bitumen with plastic by the wet mix
process. Number of laboratory tests were conducted using marshall stability testing machine to
check the suitability of e-waste and plastic as an alternative to conventional materials like
aggregates and bitumen respectively. The results obtained in laboratory investigation indicate
not only the increase in strength but also a considerable reduction in cost is seen. From the
experimental work, it is clear that the properties of laboratories designed bituminous mix for
DBM are much more superior to those of the control mixes entirely composed of mineral
aggregates and can be effectively used in practical applications.

Key Words : Replacement, E-waste, Plastic waste, Flexible pavement,
Eco-friendly disposal

INTRODUCTION

Plastic is a multipurpose material. Due to its
large scale production plastic seemed to be a
cheaper and valuable raw material for every
fundamental sector of the economy starting
from agriculture to packaging, building constru

-ction, electronics, electrical, automobile and
communication sectors. Every sector is almost
revolutionized by the applications of plastic. Due
to the change in scenario of life style the polymer
demand is increasing everyday across the globe.
Plastic is a non-biodegradable material and
researchers have found that the material can
remain for long duration on earth without
degradation. Several studies have proven the
health hazard caused by improper disposal of
plastic waste. The health hazard includes
reproductive problems in human and animal
genital abnormalities etc. Looking forward the
scenario of present life style a complete ban on
the use of plastic cannot be put although the
waste plastic taking the face of devil for the
present and future generation. We cannot ban use
of plastic but we can reuse the plastic waste.
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Several studies have verified that plastic
(LDPE/HDPE) can be used in experimental
works related to flexible pavements bitumen and
bituminous mixes are modified in order to
improve the performance of bituminous concrete
mixtures. There are two different processes the
wet method involves the use of ready mixed
modified bitumen, while the dry process involves
adding waste polymers/rubbers (in powder
shredded or granular form) to the aggregate
followed by bitumen during mixing process at
the hot mix plant.' The effect of such
modification varies with the percentage of the
modifier used. In general consumption of such
waste materials in the highway sector is a
valuable dumping alternative, which reduces the
disposal cost and save the environmental
pollution.? consequently with improved durabi-
lity and resistance against deformation to
conventional bituminous mixes the durability of
the roads is increased® In this work, focus has
been given on the strength of flexible pavement
and disposal of plastic in eco-friendly way. To
deal with the problem attempt is made on use of
to plastic waste as partial replacement by wet
MiX Process.
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ABSTRACT

The work consists of an experimental approach towards waste management and finding an alternative

to conventional materials in flexible
repairable, but number of worthless electronic

pavements. Most of the electronic waste is recyclable or
pieces causes higher transportation cost for their

processing which may be higher than its scrap value. So, such electronic waste is disposed very

casually, which may cause serious health and

pollution problems. Also the disposal of electronic

waste is difficult because of non-degradable plastic contents and metals like lithium, copper and
aluminum, which may lead to adverse effects on the environment. To deal with the problem, here an
attempt is made to study the use of electronic waste as an alternative to conventional material like

aggregate in a DBM layer of flexible

pavement. Number of laboratory tests are carried out by

replacing aggregates partially by shredded electronic waste. The outcomes from the laboratory

investigation proves the suitability of

electronic waste in road construction with substantial cost

saving. So, disposal of hazardous electronic waste in the pavement can prove to be one of the

alternatives to make the earth greener

and pavements more durable,

Key Words : Waste management, Electronic waste, Pavement, Non-degradable plastic,
Ecofriendly disposal

INTRODUCTION

Due to the modernization, falling prices and
application of new and upgrading techniques, the
electronic equipments are gathering much
attention across the globe. As modern and most
upgraded version is bought, the older one
becomes scrap which results in a fast-growing
surplus of electronic waste around the globe.
Most of the electronic waste is recyclable or
repairable, but number of worthless pieces causes
higher transportation cost for their processing
which may be higher than its scrap value. So,
such electronic waste is disposed very casually,
which may cause serious health and pollution
problems.

All electronic scrap components, may contain
contaminants such as lead, cadmium, beryllium,
or brominated flame retardants. E-waste may
involve significant risk as leaking of materials
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and unsafe exposure during recycling and
disposal operations like  landfills and
incineration. Use of such materials as an
alternative to conventional material in the
construction industry may not only helps in
reducing the manufacturing cost of a particular
item, but also has numerous indirect benefits
such as reduction in landfill cost, saving in
energy and protecting the environment from
possible pollution effects. Electronic waste,
abbreviated as e-waste, consists of discarded
old computers, televisions, refrigerators, radios
basically any electrical or electronic appliance
that has reached its end of life.

On the other hand, with increased industriali
zation and growth of population there is an
increase in demand for traditional road
construction materials such as bitumen, cement,
aggregate etc. the question is about sustainable
development. For the same, the need arises to
find an alternative to such type of conventional
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ABSTRACT

The growth in various types of industries together with population growth has resulted in enormous
increase in production of various types of waste materials world over creating a problem of its
disposal in eco-friendly way. To deal with the problem, study on use of plastic waste as partial
replacement to bitumen in flexible pavement is considered in the present work. The work consists of
an experimental approach towards waste management and finding alternative to conventional
materials in flexible pavements. To simulate with the field conditions Marshall stability method is
considered to carryout experimental work. The objective of work is to investigate the effect of plastic
waste in flexible pavement and to suggest the optimum percentage of bitumen that can be replaced by
plastic waste for the improvement of roads. Number of laboratory tests has been carried out by
replacing bitumen by plastic waste. The results obtained in laboratory investigation indicate major
gain in strength with substantial saving in cost.

Key Words : Replacement, Plastic waste, Flexible pavement, Waste management,
Ecofriendly waste disposal

INTRODUCTION

Plastic is a multipurpose material. Due to its
large scale production plastic seemed to be a
cheaper and valuable raw material for every
fundamental sector of the economy starting from
agriculture to packaging, building construction,
electronics, electrical, automobile, communica-
tion sectors. Every sector is almost
revolutionized by the applications of plastic. Due
to the change in scenario of life style, the
polymer demand is increasing everyday across
the globe. Plastic is a non-biodegradable material
and researchers have found that the material can
remain for long duration on earth without
degradation. Several studies have proven the
health hazard caused by improper disposal of
plastic waste. The health hazard includes
reproductive problems in human and animal,
genital abnormalities etc., Looking forward the
scenario of present life style a complete ban on
the use of plastic cannot be put, although the
waste plastic taking the face of devil for the
present and future generation. We cannot ban use
of plastic but we can reuse the plastic waste.

Several studies have verified that plastic

*Author for correspondence

504

(LDPE/HDPE) can be used in experimental
works related to flexible pavements Bitumen
and bituminous mixes are modified in order to
improve the performance of bituminous
concrete mixtures. There are two different
processes, the wet method involves the use of
ready mixed modified bitumen, while the dry
process involves adding waste
polymers/rubbers (in powder, shredded or
granular form) to the aggregate followed by
bitumen during mixing process at the hot mix
plant.' The effect of such modification varies
with the percentage of the modifier used. In
general, consumption of such waste materials
in the highway sector is a valuable dumping
alternative, which reduces the disposal cost
and save the environmental pollution.
Consequently, with improved durability and
resistance against deformation to conventional
bituminous mixes the durability of the roads is
increased.’ In this work focus has been given
on the strength of flexible pavement and
disposal of plastic in eco-friendly way. To deal
with the problem, attempt is made on use of
plastic waste as partial replacement by wet mix
process.
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Abstract—Cultivation of Grapes has social as well economic
importance. Over the last few years, the quality of Grapes has
degraded. The decrease in quality and quantity of agricultural
productivity is mainly because of plant diseases. So that to
diagnose the plant diseases timely is important. The traditional
approach of finding the diseased plants by observation is very
time consuming and needs a more human resource. In last few
years various researchers have focused on providing an
optimized technical solution for detecting Grapes diseases.
Popular technologies like machine learning, image processing,
artificial neural network etc. are used. This paper presents an
overview of existing reported techniques used to detect the Grape
diseases. Different methods based on the methodology and
effidency with future possible enhancements are included in this

paper.

Keywords—Grape leaf disease, artificial neural network, image
processing, feature extraction, downy mildew, powdery mildew.

[ INTRODUCTION

The grape is one of the finest fruits. It contains many of the
most important elements necessary for life. In addition, it is
known to have admirable medicinal qualities, and it has been
used in natural therapy for centuries. Grape cultivation is one
of the most profitable farming enterprises in India, Grapes are
cultivated in 111.4 thousand hector area with 1.234.9 thousand
tons of production in India [1]. About 53,910 tons of Grapes
export from India valued at 48,505 (1000USS$). 1t is nearly
1.54% of total export of grapes in the world. [2]. Grape is an
significant fruit crop in India. Due to the disease on the grape
plant, 10-30% of crops are lost. Therefore it is important to
identify the diseases at the beginning and suggest solutions to
the farmers so that maximum harms can be avoided so as to
increase the yield. Use of naked eye observation to judge the
diseases may be an inaccurate way. The grape suffers from
massive loss due to the leaf diseases like Powdery mildew,
Downy mildew and anthracnose etc. The discase on the plant
is on their leaves, fruits and on the stem of the plant. An early
detection of leaf diseases is a big challenge. Studies on plant
pathology have been accompanied by various computer
technologies related to data collection, data management,
image processing, data analysis etc.
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Il. GRAPE DISEASES

Unfortunately. there are many kinds of Grape leaf
diseases that thrive in all sorts of conditions.

A.  Black Measles:

Due to Black Measles leaves get small chlorotic areas
between veins, which enlarge and dry out. At any time
between fruit set and ripening small, round, dark spots
bordered by brownish-purple rings may appear on berries.

B.  Anthracnose:

This disease attacks mainly the leaves and young shoots. It
reduces the effective leaf area because of the short holes in the
leaves. Affected blossoms fail to set fruits. Leaves become
twisted and deformed. The disease causes circular brown
sunken spots with dark brown margins on the berries. Rain
and dew are highly favorable for the spread of the disease.

C. LeafBlight and Bunch Necrosis (Alternaria alternata):

The disease attacks both leaves and fruits. Small
yellowish spots appear along the leaf margins, which slowly
enlarge and turn into brownish patches with concentric rings.
Severe infection leads to drying and defoliation of leaves.

D. Downy Mildew (Plasmopara viticola) :

The discase attacks the leaves, flowers, cluster and
young fruits. Affected portions of the leaves tum brown
Photosynthetic activity gets reduced. Once berries begin
softening and change color, they cease to get infected.

E. Bacterial LeafSpot (Xanthomonas campestris) :

The disease infects leaves, shoots and berries. The
Symptoms appear as minute water-soaked spots on the
lower surface of the leaves along the main and lateral
veins. Later on, these spots coalesce and form larger
patches. Brownish black lesions are formed on the berries,
which later become small and shriveled.
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Network Traffic Intrusion Detection System
using Decision Tree & K-Means Clustering
Algorithm
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Abstract- in thiv worid of compurer networks und highly
advanced emerging technologies. Network Security iy 4
crucial tapic, as nepvork uttacks have increased over pust few
years. So that Inteusion Derection Systems (IDS) has become
IMpOrtent companear ty secure the network. 4s datq mining
techniques make it possible to search large amount of data
for characteristivs, rules and patterns, it van be applied to
retwark mionitoring data recorded o host or in u notwork Jor
detecting intrusion and attacks. This paper gives introduction
of different duta mining rechaigues. Furthermore | present
un inteasion detection scheme based on K-means ciusiering
algorithm. 1 use the DARPA 98 Lincoin Laboratory
evaluation dataset as training & testing datg sel. Training
data conlaining unlabeled Slow records are separaied into
clusters of normal & anomalous maffic. The corvesponding
clusier ventroids are used fur efficient distance based nn
detection of anvmulies. T provide a detail description of the
data mining und anomaly detection process and preseni the
experimental resull,

Keywords: [DS. K-means, DARPA, Data Mining. KDD.

L INTRODUCTION

Intrusion detection is the process of examining and
evaluating the events occurring in a computer systeat in
arder w deicer the sians of scrurity problems. Data
mining rechniques are very striking because they can be
applied to any kind of data in nrder 1o learn mare ahout
the hidden structures and  correlations [t] The
application of data mining methods 16 monitar data
recorded  from  computer netwotks is a remarkable
folution for intrusion detection. Intrusion detaction
system \IDS] using data mining can be termed as network
data mining.

Section 11 gives the intraduction of ditterent dute mining
techniques used for intrusion detection. In section [T |
present the details of K-ineans clustering algorithm used
tor intrusion detection. | use the DARPA 9% Lincoln
Luberatory Fvaluation data set IDARPA SET) as a training
data as well as testing duta. KDD Y9 intrusion detection
dara set is also based on DARPA set. In scetion IV | have
presented some initial experimental resulis of nagaing
work and section V concludes the paper with 2 stance on
future work.

2. DATA MINING TECHNIQUES

There are various data mining lechnigues used For
Intrusion detection In this scetion | have miven the desarls

of decision tree and K-mouns clustering ulgorithim for
intrusion detection.

AYIDS using Decision tree-

Decision tree is vne of the powertul data nintng methods,
In decision tree leaf nodes represents class of Jura

Decision tree helps us to cateporize the data from largest
dutuset

4) DARPATSK Datasct:

The DARPA set was defined by the information svatem
teciinology Group of MIT Lincoln Luboralo y. [ provides
the duta sel for the hoth training and testing. All attacks
in DARPA acts can be categorized into tour clusses of
uttacks. They ure Denial OF Servive (Dos). Remate fo
Local (R2ZL), User 1o Root {U2R] and Scan,

b Process to make deosion tree using DARPA durta ser

~ ke Ty

v

et
¥
atvys =€

L. Classification of DARPA set.

In training set 4 types of atiacks are considered. We have
to extract the TCP Dump data for each attack in whole
DARPA training set. TCP dump list confains the
infornkation that identilies each fow and  indicates
whether the How is an ateack or not,

2. Preprocessing;

Preprocessing is dane to swmimarize the information trom
the TCP dump files. Preprocessing manufaciures the yaw
packel data to make the intarmation meaningptul

3. I3 algarithm:

The dala that we et after preprocessing is given as input
to [D2 algorithm. 1D3 adopts the greedy concept to locate
the features in the decision tree. that is it chooses the
Teatures frem the leaming datuset according to the
eorrelation hetween the features and the class 2}

4. Decision tree peneration iy done by using the features
located by 1D3 algorithm.

B) K-means clustering algorithm.

K-means clusiering wlgorithm is another powertiul data
mining algorithm. In the next section. | have included
the details of K-means algorithm. raw dara and the
extracted features of watfic. This raw dats and reatures

pabtha,




RESEARCI] ARTICLI

Review: Apache Spark and Big Data Analytics for Solving Real

World Problems
Mrs. Dipali Dayanand Ghawge

Deparntment of Computer Scicirce and tngineenng
Katmaveer Bhawao Patil Uollege of Engincering, Sutura- 413001
Muharashtns - India

ABSTRACT

Big Dal analysis is having an impact nn every industny today, Tndusery leuders are capitalizing on these new business

insyrhts 10 drive competitive advantuge. Apuche Hadoop 1s

the most commen Big Data Framework. but the technology in

evohing rapidly and 1o cope with that the latest mnovation is Apaclie Spark, This paper discusses the basics ol Apache spark
and some real world use cases and applications fur Big Data analyties with Apache Spurk.
Keywords:- Big Data Anatlytics, Apache Spark, in Memony Comnpuration

LINTRODUCTION

In todays world of computers honzur life i very
much dependent upon (he technology, Our persanal,
proYessional and socidd lite s fully sumounded n
technology. By some ur the other meuns we are dualing
with sume kind of duta. This dats is vrigmated through
nobile phones, conputers. Liptops. camneras and neiny
othier electronic padgets. Due to imimense growth of data
the  challenges ol data managemenl  anse. Data
Muanagement deals with not unly storing the Lty but
also wvolves the aceessing, anahzing and sceuning it Bie
Date analysis is involves the collection ol the dala from
different sources. orgamany it su that the aceession and
the analysis will become casier. This analysis helps us to
dig wut the hidden faets and infornution from e huge
daty collection. Analysis is found vsetu! for Cdtegonizing
and ranking the dats as per its importance with respeet to
the application.

This paper focuses on open source tool Apache
Spark. It i the best alternative for fuster big data anah sis.
Spartk supports in-menary compuimy, which is fuster
thap disk based engine like Hadoop. This paper s
organized a3 follows: section 1) explains concept of biy
data analytics and fovuses un the key barriers to the Big
Data Analytics. Section [ explores the basics of Apache
Spowk, scetion TV will discuss some case studies of Big
Daty analytics using Apache Spark and finully the
conclusion is stated.

1. BIG DATA ANALYTICS

Date 45 vur inest valuable  resource.
Organiztions use this data far erthaneing  siuativoud
awdreness among people forecasting market dynamics in
financial services. for carly detection ailysis i health

cire: There is some desired value is nbtained from e

vast aimount of dawa called as Big Data by the rovernment
prganizations and private fims[1].
Sume Biy Duty Fucis -

£ 15 Quintillion bytes datais ereated cveny day,

2o 608, orthe world datu is created in last two years

A R0% otthe world ‘s data is unstruetured.

4. Facebuok processes 300 TR per day.

& 72 hours of videos are uploaded 1o voulnbe vy ety
minule.

This date must he analvzed Lo gain the insights and Lo
act on complex issues this s whai big data analy ties is
Big Data unulvtics is the process of callueting, organizing
and analyzng the large sets of data 1o Big Dats 1o
disvever tie palterns and other uselyl infornuttion,

The big duta analytics can be eatcgorized into tollowing
calegoriog:

11 Descriptive unalytics: what happened?

21 Diagnostics analytics: What did it happen't

31 Predictive analyties: What is likely w0
happen?

41 Preseripuve analviies: What should [ o
with d7?

Wihatimakes the Big Datu anlytics eritical?

1 Data volume is very large and it i seadily
srowiny

2) Dan volume  hus vanely  of  data e
stricturcd, unstructured ste.

31 Volumce und speed of the daty creates
challenge for architcctus! manigemeat and
analyties scrvices.

Organizations are uaieg now big dac technologiea and
solutions sueh as Hudeop. ShapReduce, Hadvop Hive,
Spatrk, Presto, Yam Pig NoSQE dabahases and nwse 1

supportthen big data requircients.
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Abstract - In several video surveillance applications,
such as the detection of abandoned/stolen objects or
parked vehicles, the detection of stationary foreground
objects is a critical task. In this paper the model based
framework is suggested for detecting static objects,
Firstly, a background subtraction based method that
relies on modeling not only the background, but also
the stopped foreground is implemented. Secondly, self-
organizing model for image sequences  which
automatically adapts to scene changes is performed.
Finally, we evaluate the proposed algorithm and
compare results with the background segmentation
algorithm using video surveillance sequences from
visor datasets. Experimentai results show that the
proposed approach has better detection accuracy of
stationary foreground regions as compared to the
segmentation approach.

Key Words: SFS - § topped  fureground  subtracton
algorithm, SOBS - Self orgunizing hackground subtraction,
MOG - Mixture of Gousyians

1. INTRODUCTION

Detecting stationary foreground regions in video
has recently hecome an active area of rescarch in many
videa surveillance areas such as the detection nf
abandaned chjects and illegally parked vehicles |15].
Video surveillance systems aim to provide automatic
analysis tools that may help the supervisor personnel in
arder o facus his/her attention when a dangerous or
strange event takes place.

There are many algorithms have been proposed
that deals with the detection of stationary foregicund
objects, the majority of them based on hackground
subtraction  techniques. Background  subtraction
techniques are the mast popular choice to detect
stationary fureground objects f1j{2]{4]. because they
work reasonahly well when the camera is stationary and
the change in ambient lighting is gradual, and they
represent the mast poputar choice to separate fareground
objects from the current frame.

Many approaches have been proposed tor
stationary region detection in video. They can be classified
based on tracking [11] or background subtractinn. As
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tracking accuracy is significantly degraded in complex
sequences, such as erowded videos, this section focuses on
the sceond category that does not use tracking and can be
applied to a wide variety of video-suiveillance seenarios,

As suggested in |13, Adaptive background
subtraction (ABS) has been proposed to handle
photvinetric  errors by continuously updating the

background model. Combinations of fast and slaw
adaptation rates can be used for statianary detection [6].
However, such adaptation might decrease detection
perfonnance s static objecls van be incurporated into the
background before they hecome static [12]. Thus, slow
rates are preferred that reduce the robustness to
photometric errors. Moreover, background initialization is
complex in crowded scquences that, if incorrect, may lead
to many false positives (of foreground), which decrease
stationary detection performance,

This paper rombines SFS algorithm |2] along with
neural network, The basic idea tonsists of maintaining an
up-to-date model of the stupped foreground and
discriminating moving objects as those that deviate from
this model {1]. Neural network-based solutians are
dlready been considered due to the Fact that these
methods are usvally more eftective and efticient than the
traditional ones [3][5].

A 3-D neura! model for image sequences that
automatically adapts to scene changes in a self-organizing
manner was targeted for medeling the hackground and
the foreground, finalized at the detection of stopped
objects. Coupled with the propused model-based
framework for stopped object detection, it enables the
segmentation of stopped foreground nbjects against
moving foreground objects [2],

The remainder of this paper is structured as
lollows: section 2 describes the different background
sublraction based  approaches, proposed  systeat s
presented in section 3, section 4 shows experimental
results and section 5 closes the paper with some
tonciusions.

2, RELATED WORK

Two major error sources alfect the performance
of detection approaches based on background subtraction.
The first corresponds to photometric tactors (i{lumination
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A Secure Role Based Access Policy for PHR
Patient-Centric Model of Health Information
Exchange Using Homomorphic Encryption
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Abstract: Cloud computing has being defined as o pool of virtualized computing resources. Pue o this virtualization, there is an
immense grawth in applicarions of cloud computing. One uf the importan; Jields is Persunal Heatth Records. in recent yeats, personal
health records (PHRy hus transpired us a patient-centric model for exchanging health infornation. The health information iy
utidsanrced to a thivd party fike cloud service providers. But what if the service providers are compromised, this may creaie ¢ hage threat
10 the patient’s information. Personal Health Recurds enables pationts 1o manage their onn medical records in a ceniralized way. Rui
by stoving PHRs in the clowd, the patients lose physical control to their personal health data, which makes i necessary for each putient
o cacrypt theiv PHR data befure uploading to the clond servers, In our praposed framework we securely shave PHR files with fine-
grained access. The framework efficiently handies the prime challenge of key managentent hroughi by introduction of multiple PHR
users and owners. The framework addresses the unigue challenges hrought by multiple PHR owners and uscrs, in thar it witl alsn
reduce the ey management complexity while enhance the privacy guarantees compared with previons works, The selalion for securely
storing PHR un cloud can be proved us both sculable und efficient thoogh implementation and simulation.

Keywords: PHR. cloud complting, finc-grained aceess contro!, attribute-based eocrvption

I.Introducrion

In recent years, personut health record [PHRY has vinergad as
a patiem-eentric model of health informagion cxchange. A
PHR service altows # patient to create, manage. and control
her personal health data v a centralived place througl the
web, from anyvwhere and at any tme (45 long ay they have a
web browser and [nternet connection), which his mude the
storage. retricval. and sharing of the medical intarmation
more efficient. Especially. cach patient has the full contre! of
ber medical revords and can cficetively share her health data
with a wide runge of uscrs. mciuding stffs front healibeare
providers. und iheir Yamily members or fricnds. In this way,
the accuracy and quality of care are mmproved, whiic the
healtheare cost iz lowered,

The PHR providers are more and more willing to shift thewr
PHR storage und application services into the vloud instead
of building specialized data centers. in order 1o lower their
opcrational cost. Far example, e major cloud plattorm
providers. Google and Microsuti are both providing their
PHR services, Google Healthl and Microselt THeshhVaul

While 11 is exeiting to have PHR services in the clond for
everyone. there arc many security and privacy risks which
could impede its wide adoption. The main concem is ubout
the praviscy ol pationts’ personal health dida and who goutd
Zain wecess o the PHRs when they we stered in a cloud
server. Since patients lose physical control 1o their own
rersonal health data, directly placing those sensitive daty
under the contraf ot the servers cannot provide Strong privacy
assurance at all.

The PHR date vould be leaked i an insider in the vioud

provider’s organization wisbehaves. due 1o the high value of
the sensitive personal health information {PHI} Since vleud
compuling is an vpen platfornn the servers are subjected to
malicious cutside attacks. To deal with the potential risks of
privacy exposure, the propased methodology is developed 1o
sceure the personal bicalth record,

2.5ystem Architecture

As shown in figure 1, any user can create personal health
record and store it on cloed server. Such user is known as
PIIR owner. Patient baving PHR for storing health related
infarmation on cloud has wll wccess control of Creating,
managing and conwrolling his her record. Records are tully
controlicd by the paticnt thr maintaining sceurity of daty
sharing and uccess control of the recards, Homuomorphic
Faceyption is used for enswring ihe high degree ot paticnt
privacy PHR 15 stored in an cacrypted  format.  Only
authorized users have rights 10 access the PHR.

To marmain the security of data storage and reducing the key
manugement for the owners and users, users dre calegorized
into multiple security domains. Personalized fine-grained rofe
based uccess policies are specified for Iile ercryption in the
proposed mechanism for key distribution and cncrypion of
records. In vase of emerpeney of any type cmergency
department e, LI has a contrel on the PHR of the patenL.
I the vuse of uny emergency, emergeney shifl vonmunicates
with the EI). ED provides access to the FHR record by
veritying the emergency siteation and its identity and also
provides the temporary read key tor accessing the record {1
Homomorphic encryplion weehiique 1s used for maintain the
sceurity and sculubility of personal health recerds and also
provides role based sccess pulivies tw the user. Wit this
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Adversarial Environment
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Abstract: Nos ouly Pattern recognition but olse machine learning techniques have becn increased in adversarial seitings such uy
intrusion, spum, and mghvare detection, althougit its security apuinse well-crafted attacks thut ains (o evade detection. Spum filtering is
one of the most common appiicaiion examples considered in adversarial machine learning. In this task, the goal is uften to desien
Seature selection ugainvt attacks. Here we uve Random Forest Classifier to find evasion attacks. The ability of rapidly evalve to
changing and complex situations hay helped it become o fundumental tool Sve computer seenrity. Evasion attucky assumey that the
attecher can arbitvarily change rvery featuve, hur they constrain the degree uf manipuiation, e.g., limiting the number of medications,
or their total cost. Adversarial Featnre Selection design phase are given in this paper,

Keywords: Adversaria! learing, classifier Seeunty. evaston aracks, feature selection. spam filtering,

I. Introduction

Muchioe-learning and  panern-recognition technigues  are
nereasingly being adopted in seeunty spplications like spam
filtering, netwark intrusion detection, und mulware dotection
due 1o their ability 1o generalize, and 1o potentially detect
novel atiacks or variants of known unes. The main sim of
lewture selection [FS) is 1o discover a minimal fealure subsel
from 4 problem donuin while reidining a suitably high
accuracy in representing the original data [R]. Many spamn
detection techniques based on machine learning techniyues
have been proposed. As the amount of spam has been
increased  uemendousty using bulk mailing wols. spam
detection techniques should counteract with ir.

If we hope 0 use machine lewning as a geaeral wol for
computer applications, it i3 incumbent on us nvestigale
how well machine icaming performs  witder adversarial
conditions. An inferesting, preliminary result s that clussiiice
security o evasion may be even worsened by the application
ot teature sclection.

It requires:

IFinding potential v ulnerabilities of learning beitre they are
exploited by the adversary;

Ziinvestigating tie impact of the corresponding witacks (i,
evaluating classicr seeurity: and

31Devising appropriate countermeasures if an uttack is found
to signilicantly degrade the classer's performanee,

§ ety

Decs en fanctor

Figure 1: Structure of Adversarial Featare Selection

It shows the struciure of Adversarial Feature Seleetion. 1t is
now acknowledged that, since patern classification systems
based on classical theory and design methadsf 21 do not wke
into sweesunt adversarial settings, they exhibit vulncruhilities
o severst potential  atacks. allowing  adversaries  1n
underimine their effectivencss | 1], 13013 150 (6] 1 7).

Below section 2 witl give information about existing syslem,
section 1 will give system architecture.  Furthermore
conclusion und reference.

2. Existing System

* Animplicit assumption behingd traditionad machine learning
and patiern recognition algorithmy s that eaining aid test
datw wre drawn from the swme. possibly  unknown,
diswibution This assumpiion is, however, likely o be
violated in adversarial scttings, since attackers may
carcfully manipulate the input daz 1o downgrade the
system’s performunce. IU calegorizes aitacks according to
theee axes: the mack influenee. the hind of seeunly
violation, and the uttuck specificity. The attack influence
usn be vither cuusative or exploratory. Depending on the
kind ot sccurity violation, an attack may compromisc a
systenis availahility. integnitv. or privacy: availabitiny
atlacks aim 1o Jowngiade the overall system’s geeuracy,
causing o deniul of service; integrity altacks, instead, only
4im to huve malicious samples misclassified as legiumai;
and privacy attacks aim to retricve some protected or
sensitive information from the systeim.

* Burstcinas and Louy 00: Thota vt al. 09; Zhao and Zhu N6
Zhu UR] performed feature selection hut they did not
meation how they decided the number of important

teatures, and they did not provide variabic importance of

each frature as a numerical value.

e Spam biftering assume that a classilier has w discrimmate
between legitimate and spam emails on the kasis of their
textual  vontent. wad  that the  bag-ofowords  Feature
representation has heen chosen, . amik._binary features
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Ihstract— As we know rthat network authentication ta
aveess the network securely is one of the most impurtant
procedure for network operator to restrict and control fhe
user access to the network service. Based on this platform
many researchers bad already done a tat of wark hue stil}
there is 4 space for research, also the TETF proposed 4 PANA
protacol fo earry nut network access suthentication regardless
the underlying aceess technalogy Tar giving the user a secure
netwark access. This protocol has gaining more interest as a
potential vandidate for network authentication of both the
category [access and service authentication) in both existing
and emerging neoworh environments. But duc to lack of apen
source implementation of the protacel standards does not
provide the fruitful results during the deploy ment and testing
on different network environments whick is the mujor hurdle
in hroader vxpansion und acceptance of this standards. So In
this article. we  provide the design  and open  source
implementation of protocol bused on PANA standard. We also
provide the aualysis of the performance result of the protucet
with the other active upen source implementation of PANA
fOpenPANA and CPANA) which will definitely help the
others desclopers to ereate their vwn implementation by
evtending this protvcol implementation

[ INTROMUCHION

I network security area this work wifl be majorly
aceepled @0 solve  the network seeunly  assues by
impfementing an Protacul based on LETF standards, using
the User Datagram Protoco! jUDP) Protoco! s Iransport &
it act as application protocul to camy  the Extensible
Authentication Pratoco] {T AP in order to support ditferent
authentication mechanisms tur nehwork access. irrespecin g
of the network wecess techuology, Thiz wurk provides
flexible authentication framework using E AP Nexible
duthentication flamework for network aceess & allown
multiple  clients 1o wathenticate  using Multithreading
voneept Usimg wdvincedt secure key algonthin for the key
inmplementution of PANA prosides more seeure solution,

180

There hus been considention of other  alternauve
solutions 1o PANA such us AAA protucols, DHCP, und
TKEV2 are responsible for EAD transpert.  After amalysis

followmg poutt 1s notify tha amony these protocel some ol

are having  heuder Helds we very large . sumc are very
shon & semne are wot present at all, and so on. But PANA,
wccepted this all limintion as « challenge & dessgned its
oW messuge format, front start to end and which aims is to
matches & satisty ihe EAP nanspont requirgments. Rug
when we mlegrate EAP with DHCP2 then analysis notify
it the BAP hus creating vomplexity probleis which
chiminaled it us 2 candidate for the EAP stundard. So this
wark i considered the TAP with AAA Protoeol for the
implementation of PANA. Recommendution SYSIEMA Uses
the piggybacking of messages which allows cither PaC ur
PAA 10 send @ single PANA message that represents both
un answer and w0 request. This  work successtully
implemented PANA and recommended that un following
arca the applicability ot PAN A is successtully cansidered.

¢ Currently used Newwork ({PV'Y

*  Fortheoming Generation Network [PV 61

¢ Wieless Netwirk

This wark creatc great impact on network security at

link fayer by combining Protocel bused on [ETF standards
with EAP & vompletely satisties the requirements of FAD
lower-layer protocol on ordered messaye delivery and the
reliability requirciient for messages exchanged after the
authenticagon and  authonzatian  phase fe.g, PANA-
Notthication-Requeast und PANA-Tenmination-Requesty
MESSAZUS TeyuIre & rusponse from the communcating pevr
te complefe the notification and  seaston  termination
vperalions, vespectively) using UDP Protocol, It Tally
sausties the FAP lower-layer protocol requirement on
ordered muessage delivery and the reliabiling requirement
for messuges exchanged after the  authenticution  und
authorization phase using UTP Protoco!,
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Sharraer - Purallel Genetic Algorithms (PGAs) are cifeenve
and  robust  methods  for solving  many  eplimization
problems. But PGAs gives lol of icration and time to
finding  optimal  sofution,  This paper provides  the
information  shout  how Varous  authors.  researchers,
scientists have applicd A PGA oy GPGPU [CGenera!
purpose Graphics Pracessing Unitsd with puralfelelism.
Muny  problems have been «olved on GPGPY  using
(GAs PGAS. The parallel natures of (GA's arc well atilized
v GPGPUL Paper gives review of vurious applications
sulved und Tuture probable area of works possible to sofve
with GAs PGAs on GPU,

Key words: Parallel Geneiie Algorithun, GPGPL. CUDA

L INTRUDLCTION

Although GAs are very effective in selving muany praciical
problems. their execution time can become a limiting lactor
for some lurge scals problems. becuuse 4 thousands !
candidate solutions must be evaluated. Potwrnately, the most
Ume-consuming  fimess  evaluations van be  perfurmed
indcpcndcmiy for cach individual in the population ustng
various vpes of parallelization like master slave model, fine
grained mode!. istand modc! cic. Perlormance of PGA with
respect to uther heuristic techniques ealeplated with the
parameiers such a8 number of jterations. population size.
tompututional  fime,  elfectiveness, quality  of  poster,
cfficicncy.  completeness.  CPU wilization.  memory
utilization and convergence rale sic.

Seleetion-crossever-mutation eyele  present i
PAs like our simple Genetie algonithin, But in PGA we
MECE 1 new teem s migration. Migration is nathing fHut
exchanging rute of individuals between the Jenes, Busically
migration can he done by rwo types. one is synchroneus and
another 15 asynchronous. Migration has a huge impaet on
speed reaching the solution, It is a new process which
deseribes how many migrants will be exchanged between
the demes. when there is the right time for wigration and
which type of the migration schemes s useful. In puratlel
computativn. tepology is an impurtant characteristic und like
in the PG.A. There wre many types ot topologies between
nodes demes. Static and dyhamic topolagics could be used.
Ttis wouth 1o note that the wpology brings a new dimenaion
W (3As, because we have got several demes insicad of ane.
Demes exchange indis idyals among themselies and are not
anymare cortrolled “globally”.

GA is one of best alsonthm tun uptimizuion
problems ot engincering arca. GA s basically bascd on
natural selection wnd population. Most of the oplimization
problem needs day or week for computation on our serial
machime. We can reduce computational time with the help
of parallelism. Sequentiz]l GA fuces the somie prablcims
when uplimization problens is large scule. Convergence,
diversity.  population  size problem  comes  ater
implemuntation of Scguentizi GA  Tor (e large  seule

problem [21]. We cun resolve this type ot problein with e
betp ol GPGPLUL

Il PARALLEL GENETIC ALGORITHM

Theoretically speaking. a serial or a conventionally written
paraticl algorithm can run on a1 GPU without any
modifications for smaller prablems, Howes er, there is u dire
need for algorithing exclusively designed for the modern
GPUs  beeause GPUs  are very different  from  the
vomventional parallel computing. To be more specilic. for an
citicient implementation, ull the renclic operaturs, titness
function (if required) und local search algorithmrs need to be
redesigied with considerable care. Various models are
availuble tor purulyse GA.

A Master-Safve Model

When we analyse genetic algorithm, we find that goenetic
algorithms vuter strucuwe is serial. There are @ oy of parallc!
parts i the intemat of genetic algorithm, For example. we
can implement fithess tunciion in paralle! v processor
network, and implewent  selection OPETSLOT.  Crosshver
vperator and mutation operator in serial on master processor,
MasteriSlave implementations are merce cllicient as the
cvaluations becone more expensive and contribute 3 bigger
pation in algorithm’s ol runtime. This method s
ctttetive, when the fitness function is complex. Otherwise,
the communication time will be lunger than before {197,

B. Coarsc-grained model

In this genetic algorithm model, there are some subgroups.
Fvery subgroup runs on an individua! processur. They
wvolve independently. Every processor just implements
fitness tunetion, sclection operator. crosses or opurator and
mutation vperator. Thase subgroups translate their excellent
individuals te other subgroups cvery some thne, Some time
we call this moedel island mode! and call this Bpe ol genciic
algorithm  distributed  genetic algorithm.  The  genctic
algorithm uses u litde tine 10 communicaling  between
subgroups [ 19),

C Fue-grained medel

In this mwdel, every individual own o procesaor. Exvery
processar just vperators une individual in the same time. So
we cun calewlate individual's timess value quickly. The
uperaturs  of  selechion,  crossover  and  mutation  are
individeals which are adjacent. Thic madel has a great
paraliclism. [Cis suitable for SIMD syslem [19].

1 Hybvid -grained medef

Mived madet is also called multi-layered paralic] model.
This imudel, which has deveioped fast i recent years, mixes
e foemer three kinds of Tundamenta! madels wud des claps
into u hierarchical structure. This model not only makes
chromosome compete for optimal sofutions, but introduces
vompetition W structural cenetic algorilhm and provides a
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ABSTRACT © Aemuddan networking world requives 1Pqlevice 1o alicructive  themselves befope welting
PEFEESSION 10 QUCess a network means to vet awthorization to use . To achieve tis wathentication a protacol is
needed . wineh provides several anthentication unethods and speciod featwres thut ik taxer ix not able o sutisfy.
Becunse uf the absence of such mechanim ke a protorol Jor euthorization m link faver .now stanclend anel
proprictare wethods whens used i Yei the wecided functionality. Both application faver und additional fayers
between tink-liner und nen ik-faxer swheve wsed, in adidivion 1, veerouding exnsting setwirk (uver s proteeed
to wehieve the functionalin of uiissing authenscation protocal o Listead of those won steandard incestions o
woiwrk fuyer projocol for gathentication il be ot beiter selution, An wathentioetion printocal fov a higher
fayer than thk fuver is necessary . When functionality of Siak fayer wuihentication is not sarixfing and does wor
sreer the cxpecied  withenticution ad ecwr iy requirententy, Aeersy  centrol n ith wurlientication  and
wttherization of the vliests aned the aceess netverks b nevded o provide secivre netweork ticeeas. Therefire v
protocol i vegudved which work o o trarsport tee the authenticaion parameies between the client and the
e ey aeivork,

PANA working vronps woal was 1 define o idemtify u carver respectively a fransport jor o reetain praviead.
This payload should idealiy be oy evisling wathenticatiog protocol which mieets the current vequiremenss of
netvork aecess wiithensicetion | The working giewp ook ¢are of deseeribed problom and detined o protocof for
clienis nsing (P prevewaols (o auilienticate themselhes o it uccess nehvork i order 1o be granivd nencord
noeesy, volled PANA, Now o cliewnt can Rel doerss W a netvorks backend Authentication Antheriation und
eocoritiing (A Y mdrastructiere wationt Lnenvcing she detaifs aboit tie tavd protocely und withiout havmg ik
fuver specific aechanive | PANA also supports both vdii-wccevs and point o Peiad Hinks, s avicl ay methady
for watienticaiog dhnomic service pravides selecvion aud voaming eifens PANA provides a pyeroeol 1hay
wlloswx o hoxt vind w netw ok 1o tithientic aie vach other fin nenenrk cecesa.

Ses {108 ot intention of PANA 0 develop i vew SeCurily profocal and wclinologics betunging te suds v prose ot
like authentication aned authorization miechanism, Exntrg wiethods showld be veised, such ay the Eviensible
Atheticazion Protcol iEART ond ity feginres il ey diszribitions and derivaion Methods. The EAP urely veed
ter be estended to fulfilt the aeed or vecguiremenis frn PANAL But this extension is vaivide the scupe of PANA, The
protecot jo be inveuted, PANA van be vonvdered as a tront end ol AAA protacol or any ether protel the
netork wses for autheatication ol iy clients. Yo understard PANA. we will fivat discuss ahont the regiiremenis
Of PANA und befure thar swe will atuedy the dexcription of PANA usoee todel, C eipinenty of PANA v,

PROTOCOL OVERVIEW

Network aceess authentication is o key procedure Tor network operatar 1o control user access Lo the nepwnrk
servive, The TRTF recently Finished it agor work in this area by stundurdizing an IP based protecol named
Protacol tar Carrying Authentication Tor Netw ok Accens IPANALWY provide x truittul anulysis of PANA
Architecture bascd on develop IETF Standard deployed on 1Py and next generilion network environments.
LOPANA [20 s un upplication protocol using the User Duegam Protocol t1UDP) ransport, which has heen
specially conceived by the IETE 19 wurry the Ixtemsible Authentication Pratocel 1EAP) in order 10 support
different authentication mechanisine for nefwork access. regardless of the underiying netwerk  access
teehnology.

2 EAP |4} was stundurdized by the TR IF 1o provide & fexible authentication lrameswmrk for network sceess,

A Vaurous solutions can be comidered as analiernative 1o PANAL AAA protcols, DHCP. TCP and TKEVD are
comsidered here as patentisl altiernatives to PANA tor AP vansport AAA protocols such as RADIUS or

ISSN: 0975 - 67601 NOV 14 TO OCT 151 VOLUME _ 03, 1SSUF - 03 Page 603
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A Survey of Black hole Attack in Mobile Ad-hoc
Network

Er. Dangat Ganesh D._, Prof, Jayanti E

Abstrave— Mobile Ad hoo Networks {MANET) has become
an exciling and important technology in recent years becanse of
the rapid proliferaiion of wireless devices. A maobile Ad hoc
netwark consists i mobile nodes that can maeve freely in un wpen
environment. Communicafing nodes in a Mobile Ad hoe
Network usually seek the help uf other internediate nodes to
establish vommunication channels. In such an emvirohment,
imalicions intermediate nodes can be a threat to the security of
conversalion between mobile nodes, The security experience
trom the Wired Network world is of little use in Wireless Muobile
Ad hoe networks, due 1o some basic dilferences Detween the 1wo
Nevworks. Therefore, some novel solutions are required fo niake
Mahile Ad hec Network secure.

Wireless nerworks arc gaining pepulsrity te its peak today,
#s the uweers want wireless connectivity irrespective nf (heir
seographic position, There is an increasing threat of attacks on
the Mobile Ad-hoc Netwnrks {MANET).In rthis paper, we are
discuss the Black Hole attacks ta the best of our knowledge,

fndex Terms— Rlack hole attacks, MANET. Survey,
Security.

. INTRODUCTION

Ad-hoe Nenworks; They have no any intrastructure _where
any nude an be Juin into the network or it will be left Trom the
network any time.itis really a free network having any kind of
infrastructure or less intrastructure. Tn such type ol network
there is no central administrator to manage the network, They
have capability o create the network & destioy it Ad hoc
netwirk Calegorics into tollowing types [3].

I.Static Ad hue Network.

2.Mobile Ad hoe Netwark.

1. Static 4d hoc Network:-
In the static ad hoc network workstution & the geopraphic
Location are not moving trom one place to another they are
fixed. That’s why they wre known s static Ad hoc Network,

2. Mubile Ad hoc nenwork:-
Hs a vollection of mobile deviee which will be continuously
meving {roin one location tw the uther location, Whenever any
mebile will enrer into the network then it will form the
network witheut any central administratar, Following are the
sume chiaracteristic of MANFT [5],

Lo Self-Orgunizing
- Selt-Configuring Multi hap wircless network
- No geographical restriction
- Ooe of the bmnations of MANELU s limitedd vhergs

resvaree ol the node.

o

Fr. Dangat Ganesh 13, SCOF. Pune.
Prof. Jayanti E. Assit. Prolevaor, SCOE. Pune,

Fig I shows the architecture of MANLT
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Fig.1 Mobile Ad hac Network
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I SECURITY REQUIRENLENT FOR MANET

There are live major seeurity goals that need to be addressed
i vrder to maintain a reliable and sccure ad-hoc network
envisnnment (7], They see mainly: Same thing will be reguire
for MANET as compare 10 the hixed statiun like:

L. Contidentiality

2. Availability

3. Auhentication

4. Integrity

5. Non Repudiation

Confldentiality: Protection of any information Irom bemy
exposed 1o unintended cntitics, In ad hoc networks this is
more difficult to achieve heeause intermediates nodes receive
the packets tor other recipients. so they can gusily cavesdrop
the information being routed,

Availabitity: Sceviers should be avaituble whenever required.
There should b an sssurancy ol sury ivability despite @ Denial
of Service (DOS) uttack. On physical and medin aceess
control layerattacker cun use jamming technigues o interfere
with communication on physical channel. On network layer
the attacker can disrupt the routing protocol. On higher layers.
the atscker could bring down tuph fovel services.

Authentication: Assurance that an entity of cencemn or the
origin of a conununicamion 15 what it claims to be or from,
Without which an attacker would impersonate a node. thus
gaining unawherized access w resource and  sensitive
information and intertering wilh operation ol viher nodes.

’”"’""""".A'h“" e heina trancitted i nevear alrersd
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Study of PANA Architecture and its Applicability on
Emerging Network Environments for Secure Network
Access

Prot. Er. Dangat G.D', Prof. Sayved $. G~

ASSL Prof, Computes bngy Department. K. B. P, College uf Pagg, & Poly. Satara
Asso. Prol. Computer Cnge Uepartment. K. 3.1 College of Engp. & Poly. Saiara

I INTRODUCTION
Ndwm‘k aceess authenticativn is a key procedure for netwvork
uperator to control user aceess w the network sermvice, The
TETF recemly finished ils major work i rthis wrew by
standardizing an {P based protocol named Protocol for Carrying
Authentication for Network Acvess IPANAL
We provide a truitfel analysis of PANA Architecture based
on develop IR Swndard deploved on 1Pv4 and next generudion
nerwork enviranments,

I LUTERATURE SURVLEY

Up ty the early 20063 there was ny standurd protucu! tw
transporl network  weeess  authenlication  intormation,,  For
exumple

I Using Peint-to-Point Protocol over Cthernet (PPPeE) to
implement an authentication protoco!, but 1t camphcates the
implementation ol ulicast-based services over PPEOL

2In Mubile Internet Protecol version 4 IMIPvA] has un
exlension to support network aceess authentication thac requires a
Tareigi agens in the visited network,

Yin Wi-Fi nawworks capiive portal, has been implemented

on top of Hypertext Transfir Protocol {HTTP) This variely ol

choices greatly complicates the management ol authemicution
and network aceess contro)

To solve this problem. the Internct Engincering Task Force
HETFY, through the PANA Wurking Group (WG, hus developed
the Protecol tor Carrying Authentication for Network Access
[PANAY2] and an associated archieciure [3] w cany network
access autheateation regardless of the aceess teehnology.

I ORILCHVES AND SCOPL TIMIT ATIONS OU YHE PRI SENT
INVUSTIGATIONSSTUDY

1. TANA (2] is an application protoco! using the User
Datigram Protocal (UDP) us transport. which has been specially
conceived by the [ETF w vany the Extensible Authentivation
Protecol 1EAP) in order to support differen) autheutication
mechanisms for network acecss, regardless of the underlying
actwark access technology.

2. FAD (4] was standardized by the TFTF 1o provide a
flexihle authentication famework for network aceess,

3. Virious solutions vin be vonsidered as wn altermstive to
PANA. AAA protocols. DHOP, TCP and IKE2 ure considered
here as potcoual altematives te PANA for EAD trangport. AAA
protlocels such as RADIUS o1 Diwmeter lor a subsel ol them) do
nut  huve  message  formats  thas satistactorily meet  the
requirements [see RFC 4058) for an EAP lower-layer protoco!.
Sume header ficlds wre 1oo large. same 1o shorl, some are not
present at all. und so on. PANA, designed from acratch with s
own message tormal. matches the TAP vansport requiremeuts.
CAP vyer DECP2 has complexity problems that eliminated it as
4 eandidate for the IETF FAP stundard. These includs:

4. Dittercnce in messuging direction between EAP und
DHCT (og. LAP requests and DHCP requests we seal in
DPPOSITE ways)

5. Difficulty with integrating (statetul] FAP authenticator
and sttieless DHCD relay agem

IV, Scorr
Applicability of PANA
11 On einerging network [1PV'4)
21 Next Generation Network
3 Wirclesy multihop and smart geid
41 Mobilg network

V. LiviranoN

The TCP opiion lor TAP wtamport adds burdensome
redundancy. his strong relisbility funetionality is not required. In
contrast, by using timers und sequence numbers. PANA fully
satisfics the TAP lower-layer protoco! requirement on ordered
message delivery and the relisbility requirement for MCS8UECS
exchanged ufier the wuthenticanon und  authorization phase
(e.g PANANutificution-Requesr and FPANA-Termination-
Requeest messages require a response trom the communieating
peer to complete the notification and session  termination
eperations, respeerivelyl Henee, the lighter weight UDP bascd
PANA Iransport 15 also less complex and more elficient. The
final alternative here is IKEV2 [9]. which is wlso detined on top
of UDDP and suppors AP awhentication to intcework with
AAA. Howosver, IKEVZ mandates o Diffie-Helliman key
uxeliange, which is considered more expensive thun other
eryptographic operations like the simple hash-based message

Svwilsrpoorg
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Recognition of ASL using Hand Gestures

Prof.Sayyad T.J.

Karmaveer Bhaurao Patil College o

Abstract: Gesture recognition is an areu of active current
reseurch in computer vision. It brings visions of wore
uccessible computer system. Gesture i aften used to mean an
itiution or cenclusion of seme hupan interaction. Fand
Bestures can be classified in pwo calegories: static and
dynamic. A static yesture is g particuiar hand configiration
und pose, represented by t single image. 4 dynamic pesture is
a moving gesture, represented Ay a sequence of imuges. i
this paper single-honded Restures, are considered which are
nf distince hand shapes and hand region. The intention i fo
uchieve correct pesception of the hund gesture pesformed by
the user in front of u camera with o aniform non-skin color
huchground (davker than the skin eolor and not in the shades
of ved color). A hand gesture recogaition sysiem is introduced
o recoynize static hand gestures which are ihe subset nf ASL(
Amevican Sign Language). The system is designvd 1o
cevognize the aiphabets from 3 10 7 in torms of sign languaue
ie. hand gestures which will be tuken Jrom u video scene
vaptured by camera. The system is designed for 26 gestures
of alphabets which are uved in A erican Sign Languaye.

Keywords:  ASL,
Gesture Recognition,

Fand  Gestures. Neural network,

LINTRODUCTION

It is observed that using hand for pecforming gesture
requires the user w wear uwanaryral device that cunnet
casily be ignored and which often requires signiticant
eitort to put on and ealihrate. Even wptical systems with
markers  applied ©  the body  suffer tom  these
shortcomings. Also there are some problems related
hand trucking in successive lrames. Some rackers have
been developed which use methods such as tracking
contours with  snakes ,using Eigenspace malching
technigues, matntaming  large  sets of  sarictieal
hwpotheses, or vonsulving images with Tealure detectars
but ull these are computationally oo expensive Color-
based trucking are simpler algorithms bur slower at uny
given CPU speed due to their use ol enlor correlation.
blob and region growing and contour considerations, We
want a bracker that will track a hund in successive frames
of a video sequence with minimal computational cost and
with reduced complexity in design.

The system consists ot three modules:

I. 8kin color detection: For detecting the skin colored
pixels in the image the technique ot Explicitly defined
skin redion is used. This technique provides elfective
resulls in extracting skin colored nbjects from the unage
with dark nen-skin colored background.

2. Hand Tracking: After skin colored object extraction
separation wl region of interest i.e Land region in the
imuges is separated by performing marpholocical
aperations on the images. Tn each frame the location al

i Fnugincerg & Palytechnic. Satara.

hand is faund oul. Then CAMSHIFT algorithin s
implemented so us 0 track the region of interest i.e.
hands in the successive irames of the captured video
scene. I CAMSHIFT wlgorithm racking is done by
placing a bounding bex or search window around the
hand region in the successive imuges.

3. Hand pesture  Recognition: In  this module
implementation ot 4 neural network tar hand mesture
recoguition is done. A sinale trame is selected with the
completely tracked gesture and send as a input o the
neural network. A standard Perceptron neural network is
construeted . The netwark has an input layer and a
Perceprron layer . The inputs are connected Lo all nades in
the Perceptron layer. Hexagonal arrangement of neuruns
18 followed in the netwark. Gesture is then classified on
the basis ol comparision of [ealure vectors, The ledture
veclor chosen for the comparision of the images is
arientation histogram which makes the system rabust
against the different illumination values of the image.

2.ASL { AMERICAN SIGN LANGUAGE)

ASL 1< a complete, eomplex language that employs signs
mude with the hands and other movements, including
facial expressions and postures of the body. Tt is the first
language of many deat’ North Americans, and one of
several cummunication options available o dext people.
AST s said 10 be the fourth moat commonly uscd
fanguage. American Sien Language is « unique system ot
communication hecause 1t is both a visual languuaye and
manual language. Instead of expressing himself through
sound, a speaker using ASL employs 1 combination of
facial  cxpressions.  hody language, gestures.  palm
orientations. and hand shapes. Learning the subtletics of
communicaling in this manner can ofien take years of
inteasive study. In American Sign Language. signs can be
classified as transparent, translucent, or vpague. Signs
that arc transparent have meanings that arc casily
understood even by peopic who have nat mastered the
basics of the language. Transiucent signs are understood
by nen-proficicnt speakers once the mcaning has been
explained. In comparison. u sign that is classitied as
opague has a meaning that s not often guessed by
semeone wha is not fluent in American Sign Tanguayc,
Muost of the signs needed to communicare clearly using
American Sign Tanguage are classified ay vpague. In
spoken language, the differcat sounds ercated by words
and tones of voice fintonation} are the most important
devices used o communicate. Sign language s based on
the tdea that sight is the most useful 0ol a deal persen
has 1o communicate and reeeive tnformation. Thus, ASL

vses hand  shape, positian, and  mosenicaf: boudy
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